TED W. LIEU 415 CANNON House OFFICE BUILDING
WASHINGTON, DC 20515

33rD D T, CAl A B

RD DISTRICT, CALIFORNI (202) 225-3976

5055 WILSHIRE BOULEVARD, SUITE 310

COMMITTEE ON THE BUDGET @ t 't t t Los ,(ASN(S)EEESSZ, (;A 90036
mngress of the United States 13068

COMMITTEE ON OVERSIGHT B g , 1600 ROSECRANS AVENUE, 4TH FLOOR

AND GOVERNMENT REFORM Houge of Representatives 0 S nded

MWashington, BC 20515—-0533
February 23, 2016

Mr. James Comey

Director

Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
Washington, DC 20535-0001

RE: In The Matter Of The Search Of An Apple Iphone Seized During The Execution Of A Search
Warrant On A Black Lexus IS300, California License Plate 35KGD203

Dear Director Comey:

Thank you for your public service and excellent leadership of the Federal Bureau of
Investigation (FBI). As a military veteran and former prosecutor, I commend you and the
dedicated FBI employees for keeping us safe. I am writing to you in my capacity as a Member
of the House Oversight and Government Reform Committee, and its Information Technology
Subcommittee, regarding the government’s Motion to Compel that would require Apple Inc. to
create software it does not have in order to weaken its smartphone encryption system.

The FBI’s demand that Apple write new code to weaken encryption defenses has generated
passionate responses from many Americans. I read your recent open letter in which you urge
folks to “take a deep breath” and “use that breath to talk to each other.”! You also argue that the
two values of privacy and safety should be “resolved by the American people.”2 [ completely
agree with you. That is why I request the FBI’s demand of Apple and the Motion to Compel be
withdrawn. We should all take a deep breath and talk to each other, rather than use a lawsuit to
circumvent the critical and necessary policy discussions.

The San Bernardino terrorist attacks were horrific and the significant loss of innocent lives
demands a strong response. We share the same goal that we must do all we can to bring justice
to the victims and prevent future terrorist attacks. I also agree with you that the profound issues
raised in the San Bernardino investigation will reverberate not just for this single investigation,
but will affect “how we want to govern ourselves in a world we have never seen before” and
“will matter to every American for a very long time.”

! James Comey, “We Could Not Look The Survivors In The Eye If We Did Not Follow This Lead,” Lawfare, Feb. 21,
2016.
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The profound issues at stake should not be decided, as you state, by either corporations or the
FBL* Neither, however, should these critical issues be decided by an unelected magistrate
judge’s or Department of Justice’s interpretation of the All Writs Act, a law first passed in 1789,
nearly 90 years before the light bulb was invented. As a computer science major, I have seen
far-reaching unintended consequences when government applies outmoded concepts to our fast-
changing technological world. Trying to apply an 18" century law to a 21 century technology
company should not give anyone any confidence in the result.

Using the court process and an antiquated law to coerce a private sector technology company is
especially inappropriate in this situation because Congress has been actively debating the very
issue of the appropriateness of mandating “back doors” and other ways to weaken encryption.
Numerous Congressional committees, including the Oversight Committee, have held hearings on
privacy and encryption issues. Legislation has been introduced, or soon will be introduced, on
these exact issues.

For example, earlier this month Representatives Blake Farenthold, Suzan DelBene, Mike Bishop
and I introduced the ENCRYPT Act, which would prevent states from mandating that companies
weaken their encryption systems.” House Homeland Security Committee Chairman Michael
McCaul and Senator Mark Warner are working on legislation to create an expert panel to study
and make recommendations on privacy and encryption issues.’ Senate Intelligence Chairman
Richard Burr and Senator Dianne Feinstein are working on legislation to require companies to
decrypt data under court order.”

The framers of the Constitution vested the 535 elected Members of Congress with the
responsibility to represent the American people and strike the appropriate balance on the
important issues facing our country. The difficult and challenging issues of balancing privacy,
liberty, safety, and national security should not be decided by unelected entities, such as private
sector companies, governmental investigatory bodies, or magistrate judges.

If the magistrate judge’s strained interpretation of the All Writs Act were upheld to give the FBI
the right to force a private sector company to weaken its encryption defenses in this case, the
precedent would open the floodgates for all future prosecutors to make the exact same demands
in any case involving a smartphone that government cannot decrypt. The precedent set in this

*1d.
® Dustin Volz, “U.S. Lawmakers Seek To Bar States From Mandating Encryption Weakness,” Reuters, Feb. 10, 2016.
® Erin Kelly, “Congress Wades Into Encryption Debate With Bill To Create Expert Panel,” USA Today, Jan. 11, 2016.

7 Cory Bennet, “Feinstein Vows To Offer Bill To Peirce Encryption,” The Hill, Dec. 9, 2015.



case would essentially enact a policy proposal to weaken encryption that has not yet gained
traction in Congress and was previously rejected by the White House.

You appear to understand fully that decisions on how to strike the complex and difficult balance
between privacy and safety, and civil liberties and security, require buy-in from the American
people. Your open letter was not directed towards the judge. Rather, the open letter was
designed to influence public opinion; and that is exactly where these issues should be resolved.

[ ask that you follow the arguments you made in your letter and withdraw the FBI’s demand of
Apple, along with the corresponding Motion to Compel. Let’s all take a deep breath and start
talking to each other instead of fighting in court. Let Congress, stakeholders, and the American
people debate and resolve these difficult issues, not unelected judges based on conflicting
interpretations of a law passed 87 years before Alexander Graham Bell invented the telephone.

Sincerely,

TAW =

Ted W. Lieu
Member of Congress

cc:

Representative Jason Chaffetz, Chairman, House Oversight & Government Reform Committee
Representative Elijah Cummings, Ranking Member, House Oversight & Government Reform
Committee

The Honorable Loretta Lynch, Attorney General



