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November 28, 2017

The Honorable Christopher Wray
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue NW
Washington, D.C. 20535

Dear Director Wray,

Thank you for your service. I write to you with great concern about reports that the FBI failed
to notify scores of U.S. government officials that they were the targets of hacking attempts perpetrated
by a malicious actor linked to Russian military intelligence known as APT28, or “Fancy Bear.”' The
FBI apparently had knowledge of Russian efforts to break into officials’ personal Gmail accounts for
over a year. 1 respectfully request that you brief Members of Congress on the FBI's reasoning for
maintaining its silence and detail the Bureau’s policy regarding the notification of cyber intrusions
affecting current or former U.S. government officials.

As a computer science major and Member on the House Judiciary Committee, 1 have been
deeply concerned about the breadth and complexity of the cybersecurity threats facing our nation.
These threats often outpace our ability to track them, let alone combat them. However, given the FBI’s
mission of protecting the United States from the malign efforts of “foreign intelligence and espionage”
and “cyber-based attacks,” the FBI’s response to this advanced persistent threat appears to have been
deficient and demands further attention.’

Failing to notify current or former U.S. officials of known cyber attacks hampers their ability to
assess and mitigate damage. Threat actors can often glean useful data from private email accounts that
is then used to conduct further attacks. Given the success this particular actor has enjoyed in
disrupting the Democratic National Commitiee (2016)*, the Ukrainian Army’s Rocket Forces and
Artillery Unit (2014-2016)°, and other American and European entities®, it is unacceptable that
targeted U.S. officials learned about these attacks on their own accounts from news reports rather than
from their own government.
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I appreciate your attention to this matter and look forward to your response.

Sincerely,

7Sed W F i

Ted W. Lieu
Member of Congress

cc:
Chair, House Judiciary Committee
Ranking Member, House Judiciary Committee



